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® Michael Spranger, Stefan Schildbach, Florian Heinke, Steffen Grunert and Dirk
Labudde, Semantic Tools for Forensics: A Highly Adaptable Framework,
IMMM 2012 : The Second International Conference on Advances in
Information Mining and Management,
https://pdfs.semanticscholar.org/0269/f1bfd314dc7ed416a96cc8d737aclb8e5c4
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TA1: Detection, Attribution, Characterization

Extraction &
Association

Single Modality
Manipulation

Multimodal Representations

Gzﬁ/h

Attributed Graphs

Semantic Embeddings

Hybrid Representations

}

Detection
Reasoning : Multiple Pipelines :
Ensembles Semantic } : ‘
I i |:> Detection E> Attribution Characterize
Representations 1 1 t
- Entity e
Semantic P gt Polarization,
Models Generator association I\Sflolérﬁe virality,
rformance odels impact
Models =
. Modality & .
Al generator Extraction cross-rturodal Intention
failure modes Models styles, topic Models
models

e
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TA2: Explanation & Integration

Score Fusion

>

Explanation
Generation

~

Prioritization

TA3: Evaluation

Media
generation

Evaluations

Metrics

TA4: Challenge Curation

SOTA
challenges

Threat
modeling

https://www.fbo.gov/utils/view?id=614a021dc47a5466cel747e3351113f4
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@ Semantic Detection

Text (Notional) Audio (Notional) W
NewsWire: April 1, 2019, Bob Smith
On a rainy spring day, a vast, violent
group gathered in front of the US Capitol
to protest recent cuts in Social Security.

“We'd like to welcome you here on
this beautiful spring day. Thank you all Image
for coming out [cheering]...”

Video .

Distribution A: Approved for public release. Distribution unlimited.

https://www.darpa.mil/attachments/Semanti
cForensics-IndustryDay-2019-08-12.pdf 44
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DPA Semantic Detection

Text (Notional) Audio (Notional) W Conclusion: Media components

NewsWire: April 1, 2019, Bob Smith consistent across modalities.
On a rainy spring day, a vast, violent
group gathered in front of the US Capitol
td protestjrecent cuts in Social Security.

“We'd like to welcome you here on

this beautiful spring day. Thank you all Image
for coming out [cheering]...”

Video

L G MU P
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cForensics-IndustryDay-2019-08-12.pdf 45



@
N W+ 2y 7 APRAS
INSTITUTE of INFORMATION SECURITY

19 Semantic Detection

Text (Notional) Audio (Notional) W Conclusion: Media components not

NewsWire: April 1, 2019, Bob Smith consistent across modalities.

On a rainy spring day, a vast
athered in front of the US Capitd
to protest recent cuts in Social Security.

“We'd like to welcome you here on
this beautiful s@ring day. Thank you all Image
for coming out [lcheering]...”

“violent group”

https://www.darpa.mil/attachments/Semanti
cForensics-IndustryDay-2019-08-12.pdf 46
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B Transcript of Mark Zuckerberg’s hearing,
Commerce and Judiciary committees U.S.
Senate, April 10, 2018.

® FLAKE: There are obviously limits, you know, native speakers
that you can hire or people that have eyes on the page. Artificial
intelligence is going to have to take the bulk of this. How — how
much are you investing in working on — on that tool to — to do
what, really, we don't have or can't hire enough people to do?

® ZUCKERBERG: Senator, | think you're absolutely right that over
the long term, building A.l. tools is going to be the scalable
way to identify and root out most of this harmful content.
We're investing a lot in doing that, as well as scaling up the
number of people who are doing content review.
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® THUNE: Well — As we discussed in my office yesterday, the
line between legitimate political discourse and hate speech can
sometimes be hard to identify, and especially when you're relying
on artificial intelligence and other technologies for the initial
discovery.

® ZUCKERBERG: So, from the beginning of the company in 2004
— | started in my dorm room; it was me and my roommate. We
didn't have A.l. technology that could look at the content that
people were sharing. So — so we basically had to enforce our
content policies reactively.

People could share what they wanted, and then, if someone In
the community found it to be offensive or against our policies,
they'd flag it for us, and we'd look at it reactively. Now,
Increasingly, we're developing A.l. tools that can identify
certain classes of bad activity proactively and flag it for our

team at Facebook. a8
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B EU Code of Practice on Disinformation
(2018/9/26)

® The signatories recognise the ongoing
legislative work to develop standards for
transparency about the main parameters of
ranking included in the draft Platform to
Business Regulation as well as the work
being carried out by the EU Artificial
Intelligence Expert Group as well as the EU
consumer acquis.
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B High-Level Expert Group on Artificial
Intelligence (Al HLEG)

0524 DEMK T

€ Advise the Commission on next steps addressing Al-related mid to long-term
challenges and opportunities through recommendations which will feed into
the policy development process, the legislative evaluation process and the
development of a next-generation digital strategy.

€ Propose to the Commission draft Al ethics guidelines, covering issues such
as fairness, safety, transparency, the future of work, democracy and more
broadly the impact on the application of the Charter of Fundamental Rights,
including privacy and personal data protection, dignity, consumer protection
and non-discrimination

€ Support the Commission on further engagement and outreach mechanisms
to interact with a broader set of stakeholders in the context of the Al Alliance,
share information and gather their input on the group's and the
Commission's work.
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B ENISA (= European Network and
Information Security Agency)A E=#4> X
—/\—(201844A8)

& https://www.enisa.europa.eu/publications/enisa-
position-papers-and-opinions/fake-news/
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